NMHOOPMALIMOHHAA NMAMATKA
AnAa obYYAKOLWUXCA AnA PASMELLEHUA
HA O®ULUUNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogoM MOJSIOAEXM B MHTEPHETE CTAHOBUTLCS OOnMbLUE, a LLUKOMbHUKW OAHN 13
CcaMbIX aKTMBHbIX Nonb3oBaTenen PyHeTa. Mexay Tem, NOMMMO OrpOMHOIO KONiM4ecTBa
BO3MOXXHOCTEWN, UHTEPHET HECeT 1 Npobrembl. ATa NnamaTKa AOMmKHA NOMOYb Tebe
©e3onacHO HaxoauUTbCA B CETMW.

KOMI'IbIOTeprIe BMPYCbI

KoMnbloTEpPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMmm,
OTNNYUTENBHON OCOBEHHOCTBIO KOTOPOW SIBASIETCS CNOCOBHOCTL K pa3MHOXeHUI0. B
AO0MNOJSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITU MOMHOCTLI YHUYTOXUTbL BCE
dannbl U gaHHble, NOAKOHTPOSIbHbIE NOMb30BATESO, OT UMEHM KOTOPOro buina
3anyLieHa 3apaxeHHasi porpamMmma, a Takke NoBpeauTb UK Aaxe YHUYTOXUTb
onepaumnoHHY0 CUCTEMY CO BCeMM dhannamu B uenom. B 6onblInHCTBE criyvaeB
pacnpoCTPaHSATCA BUPYCbl YEpPe3 NHTEPHET.

MeToabl 3alinTbl OT BPEOOHOCHbLIX NMporpamMmm:

1. |/|Cﬂ0ﬂb3yﬁ coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEKLLInE Cepbe3HbIIZ YPOBEHb
3alnTbl OT BPEOOHOCHbIX NMporpamMmm;

2. [NoCTOSAAHHO yCcTaHaBnNuBam nayTu (LMgpoBbie 3annaTkn, KOTOpble aBTOMATUYECKU
yCTaHaBNMBaloTCs C Lienbio 4opaboTkn nporpaMmmbl) 1 apyrme o6HOBEHUSI CBOEN
onepaumoHHon cuctemMbl. CkaumBam nx TONbKO ¢ ohuumanbHOro canrta paspabortyumka
OC. Ecnu cywiecTByeT pexumMm aBToMaTU4eCKOro 0OHOBEHUS, BKIOYN €r0;

3. PaboTtan Ha cBoem KOMMNbOTEPE MO NpaBamMu Nofib30BaTENS, a He
aAMUHUCTpaTopa. OTO He NO3BOSIUT BOSbLUMHCTBY BPEAOHOCHLIX NporpamMmm
WHCTanNnMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTMBUPYCHblE NpOorpaMMHble NPOAYKTbl U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTU4ecknm obHoBneHnem 6as;

5. OrpaHunyb hmsnyecknin JOCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NN,

6. icnonb3yn BHELLUHNE HOCUTENU MHPOPMaLMK, Takue Kak doneLuka, ANCK nnm pann mns
WHTEpPHeTa, TONbKO N3 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTKpbiBan KOMNbOTEPHbIE halnbl, NOMyYeHHble N3 HEHaOEXHbIX MICTOYHMKOB.
[axe Te channel, KOTOpble Npucnan TBOW 3HaKOMbIW. Jlydlle yTOYHU Y Hero, oTnpaBnan
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepegayn gaHHbIX, HE TEXHOMNOMS, a BCEero nuiib 6peHa, mapka.
Ewe B 1991 rogy HuaepnaHackas komnaHus 3apermctpuposana 6peng "WECA", uyto
obo3Ha4vano cnosoco4veTaHue "Wireless Fidelity", koTopbin nepeBoanTcs kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpeMeHu gowrna gpyras abbpesmnatypa, KoTopas SABMSETCA TaKon xe
TexHonoruen. 31o abbpesnartypa "Wi-Fi". Takoe HazBaHue 6GbINO JAaHO C HAMEKOM Ha
CTaHOapT BbiCLLen 3BYKOBOM TexHUKn Hi-Fi, 4To B nepeBoge o3HavaeT "BbicoKas
TOYHOCTBL".



[a, 6ecnnaTtHbIi MHTEPHET-AO0CTYN B Kade, OTENsX U asponopTax ABNSEeTCs OTNIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe 3KcnepTbl CYMTAOT, YTO
obwepoctynHble Wi-Fi ceTn He aBnsaTcsa 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06LwenocTynHbIX ceTax Wi-fi:

1. He nepegaBawn cBoto nu4Hyto nHdopmaumio Yyepes obwenoctynHole Wi-Fi ceTu.
PaboTas B HUX, XenatenbHO He BBOAUTb Naponun AOCTYNa, NIOMMHbI U Kakne-To HOMepa;

2. Ncnonb3yn 1 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. TeMm caMbiM Tbl
obesonacuub cebsa OT 3aKkadkm BUpyca Ha TBOE YCTPOMUCTBO;

3. MNpu ncnonbdosaHun Wi-Fi oTkntoum dyHkumio "O6wmi goctyn K cbannam u
npuHTepam”. [laHHas yHKUMA 3aKpbiTa MO YMOMYaHUO, O4HAKO HEKOTOpPbIE
nosib3oBaTenu akTMBMPYIOT ee And yaobcTea Ucnosnb3oBaHus B pabote nnu yyebe;

4. He ncnonesyn nyonuyHbin WI-FI ana nepegayn nuyHbIX AaHHbIX, HAanpuvep ang
BbIXO4a B coLManbHble CETU UM B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmiieHHoe coeanHerne yepes HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoAn MmeHHOo "https://";

6. B MmobunbHOM TenedoHe oTknoumn dyHkumo "lMogkntovenmne k Wi-Fi
aBToMaTtmyecku". He gonyckan aBToMaTUYeCKOro noaknioyeHnsa yCTPOMUCTBa K CeTAM
Wi-Fi 6e3 TBOEro cornacus.

CoumanbHble ceTn

CoumanbHble ceTU akTUBHO BXOOAT B HALLY XWU3Hb, MHOrMe ntogum paboTatoT U XUBYT
TaM MOCTOsIHHO, a B Facebook yxxe 3apernctpupoBaH Munnmapna Yenosek, YTo
ABNAETCA OAHON CeabMOW BCEX XUTeNnen nnadHeTtbl. MHOrme nonb3oBaTenu He
NOHUMALOT, YTO MHPOPMaLUSA, pa3MeLLLEHHAs MU B COLMarbHbIX CETAX, MOXET ObITb
HanaeHa n ucrnonb3oBaHa KeEM YrogHo, B TOM Yncre He obsi3aTenbHO ¢ 6narnmm
HaMepEeHUAMM.

OcHoBHble coBeTbl No0 6e30nacHOCTM B CoLMarbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y Tebs B Apy3bsix HE AOIMKHO ObITb CryYarHbIX U
He3HaKOMbIX IMIOOEWN;

2. 3awumiian cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaty
TBOErO POXAEHUS U APYIYIO NIMYHYO MHAOPMaLNIO. 3M0YMbILLUNIEHHUKN MOTYT
Ncnonb3oBaTh Aaxke MHGOPMaUMO O TOM, Kak Tbl U TBOW pOogUTENN NfiaHMpyeTe
NPOBECTU KaHUKYNbI;

3. 3awumuian cBo penyTaumio - 4EPXM €e B YNCTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyrue nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewb? Nogyman, npexae
4YeM YTO-TO onybnukoBaTb, HANUCATb N 3arpy3unThb;

4. Ecnv Tbl roBOpULLb C NIKOAbMU, KOTOPbIX HE 3HAELUb, HE UCMNOSIb3YN CBOE pearibHoe
UMS U OPYTYI0 JIMYHYIO MHCpOpMaLMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelyeHns otorpaduin B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO onpeaennTb TBOE MECTOMNOSIOXEHME;

6. [Npun pernctpaumm B coumanbHOM CeTU HEOBXO0AMMO UCMONb30BaTh CNOXHbIE NAPOIN,
cocrosawume n3 6ykB 1 uMdp 1M C KONIMYECTBOM 3HAKOB HE MeHee §;



7. [Ans coumnanbHOM CeTn, NOYTbI U apyrmnx canToB He06X0AMMO UCMNONbL30BaTb pa3Hble
naponu. Torga ecnu Tebsa B3nomatoT, TO 3N1I0YMbILLUNEHHUKK noJ1ydaT A0CTYN TOJ1bKO K
OQHOMY MeCTY, a He BO BCe Cpagy.

3J'IeKTpOHHbIe OEHbIn

OrEeKTPOHHbIE AEHbIMN - 3TO 0O4eHb YAOOHbIN cnocob nnaTexen, ogHaKo CyLeCTBYIOT
MOLUEHHUKW, KOTOPbIEe XOTAT MNONYYUTb 3TU AEHbLIN.

aﬂeKTpOHHble OeHbrn noaBuJiINCb coecem HeaaBHO U UMEHHO U3-3a 3TON0 BO MHOIMMNX
rocygapcrteax o CUX nop He rnpornncaHo npo HMUX B 3aKOHax.

B Poccum e oHU OYHKUMOHUPYIOT 1 O HUX Y)Ke NMPOnmncaHo B 3aKOHe, rae ux
pasaensoT Ha HECKONBbKO BUAOB - aHOHUMHbIE U He aHOHUMHbIe. PasHuua B ToM, YTO
aHOHVMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBoauTb onepauumn 6es
naeHTUdUKaLUmMm nonb3oBaTens, a B HeaHOHUMHbIX MAEHTUdUKaLMA Nonb3oBaTens
aBnsAeTcs 06a3aTenbHOMN.

Takke crnegyeT pasnuyaTth ANIEKTPOHHbIE UaTHbIE AeHbIM (PaBHbI FOCY4apPCTBEHHbLIM
BasnoTam) 1 3NeKTPOHHbIE HemnaTHble AeHbIMN (HE paBHbl FOCYAapCTBEHHbLIM
BasnoTam).

OcCHOBHble coBeTbl No Ge3onacHol paboTe ¢ 3NEeKTPOHHbLIMU AeHbramu:

1. MpuBsXM K cHETY MOBUIBbHBIN TenedOoH. 3TO camMbi YO0OHbIN 1 BbICTPBIN CNOCO0
BOCCTaAHOBWUTb OCTYN K c4eTy. [1pMBA3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOM
nraTexHbl Naponb Uy 3angellb Ha CanT C HE3HAaKOMOrO YCTPOUCTBA;

2. cnonb3yn ogHopasosble naponu. lNocne nepexoaga Ha yCUIIEHHY0 aBTopu3aumio
Tebe yxe He ByaeT yrpoxkaTb ONACHOCTb KpaXu UNn nepexesarta NnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpecTtynHukam 6yaeTt He NPOCTO yrafaTh COXHbIN
naponb. HagexHble naponu - 3To Naponn, KOTopble coaepxaTt He MeHee 8 3HaKOB U
BKIMOYAKOT B ce05 CTPOYHbIE U NMPONUCHbIE BYKBbI, LMAPbI N HECKONBKO CUMBOJIOB,
TaKMe Kak 3HaK gonnapa, pyHTa, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOW NUYHbIE JaHHbIE HA canTax, KOTOPbIM He AoBepseLlb.
OrnekTpoHHas noyta

ONeKTpOHHas NoYTa - 9TO TEXHOMOIMS U NpeJocTaBisieMble et YCyri Nno nepechbisike u
NONYYEHNIO ANEKTPOHHbBIX COOBLLEHN, KOTOPbIE pacnpenensaioTcs B KOMMbIOTEPHOM
ceTn. OBbIYHO NEKTPOHHbIV MOYTOBBIN ALWMK BbIMAANT CrieAyowmm obpasom:
UMS_nonb3oBaTensa@uMs_aomMeHa. Takke KpoMe nepegayv npocTtoro TekcTa, umeeTcs
BO3MOXHOCTb nepenasaTtb (panrbl.

OcHoBHble coBeTbI No 6Ge3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbIGpaTb NpaBunbHbIA NOYTOBLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIV BLIOOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBan B NIMYHOM No4YTe NUYHyo nHcdopmaumo. Hanpumep, nyywe Boibpathb
"My3blkanbHbIi_aHaT@" nnu "pok2013" BmecTo "tema13";

3. Vicnonb3yn AByx3aTanHylo aBTopm3aumio. ITO Koraa NOMMMO Napons HYy>KHO BBOAUTb
Kod, npucbinaemsin no SMS;



4. BbiGepu CnoxHbIv Naponb. [ns KaXgoro noYToBOro AuiMka AOMmKeH ObiTb CBOW
HaZeXHbIN, YCTONYMBBIV K B3ITOMY Maponb;

5. Ecnun ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbBIN BOMNpoOcC, VICI'IOJ'Ib3yl7I Ty
BO3MOXHOCTb,

6. cnonb3yn HeCKONbKO MOYTOBbLIX AWMKOB. NMepBbI 4151 YaCTHOW nepenucku ¢
agpecaTaMp, KOTOPbIM Tbl 4OBEpPSIELLb. JTO 3NEKTPOHHbBIN agpec He Haao
ncnonb3oBaTh Npu perucTpaumm Ha popymax n camrax;

7. He oTkpbiBan thanrnbl U Apyrue BriOXeEHUs B MUCbMax, Aaxke ecrniv OHU MpuLnun ot
TBOUX ApYy3en. Jlydlie yTOYHN Y HUX, OTNPaBNsAnM N oHn Tebe aTn annsl;

8. NMocne okoH4YaHMA paboTbl HA NOYTOBOM CepBUCE Nepen 3akpbiTUEM BKNAOKM C
canToMm He 3abyab HaxaTb Ha "Beintn".

KnbepOynnuHr nnu BuptyansHoe u3gesaTeribCTBO

KnbepObynnuHr - npecrnenoBaHne coobLLEHNAMM, CoaepXKaLLMMN OCKOpGeHus,
arpeccuio, 3anyrmBaHue; XynmraHcTeo; coumanbHoe 6OMKOTMPOBaHME C NMOMOLLbHO
PasnNUYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynanHrom:

1. He 6pocaincs B 6o1. Jlyuwmin cnocob: nocoBeToBaTbCA Kak cebsi BeCTU U, ecnn HeT
TOro, K KOMY MOXHO 00paTUTbCA, TO BHavane ycnokonTbCs. Ecnum Tbl HaYHeLWwb
oTBeYaTb OCKOpOeHnaMM Ha OCKOpONeHus, To TOMbKO eLle DonbLue pas3oxoKeLllb
KOHMINKT;

2. Ynpasnsam cBoen knbeppenytaumen;

3. AHOHUMHOCTb B ceTM MHMMas. CyLLeCTBYIOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTouT BECTU XynuUraHckui obpas BUpTyanbHOM XU3HU. IHTepHET omKcnpyeT Bce
TBOM AENCTBUS U COXpPaHSET nx. Yoanutb nx byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBoto BUPTYarnbHYH YeCTb CMOSOAY;

6. UrHopupyn eamHnyHbIn Heratme. OQHOpPa30BbLIe OCKOPOUTENbHbIE COOBLLIEHUS
nyywe urHopmpoBaTtb. OObIYHO arpeccusi NpekpaLLaeTcs Ha HayYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLEHNSIMUN, B
coumanbHbIX CETSX €CTb BO3MOXHOCTb BIIOKMPOBKM OTNPaBKM COOBLLIEHNI C
onpegerneHHbIX agpecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBon eNCTBUS: BbICTYNUTb NPOTUB
npecrnegosaTens, nokasaTb emMy, YTO ero AeNCTBUS OLLEHMBAIOTCA HEraTUBHO,
nogaepxaTb XepTBY, KOTOPOM HY)XHa NCMxXonornyeckasi NoOMoLLb, COOBLNTL B3POCHbIM
0 haKTe arpeCcCuUBHOroO NOBEAEHNSA B CETMU.

MobunbHbIM TeNnegoH

CoBpeMeHHble cMapTdOHbI 1 NiaHLWeTbl coaepxaT B cebe BMnosiHe B3poChbii
yHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHAaPHbLIMU KOMMbIOTEPaMMU.
OpHako, CpeAcTB 3alUMTbl Anst NOA0OHbIX YCTPOWMCTB Noka 04eHb Marno. TecTupoBaHue



M NMOUCK yFI3Bl/IMOCTel7] B HUX NPONCXOOAUT HE TaK UHTEHCUBHO, KakK AOJ14 MK, To e camoe
KacaeTcs U MOBUIbHbIX I'IpVIJ'IO)KGHVII?I.

COBpeMeHHbIe MOOWINbHbIE 6pay3epb| YXKe NMpakTu4eCkn gorHasin HaCctoJibHble
aHarnorun, ogHako pacwupeHune (*)yHKLI,I/IOHaJ'Ia Bne4yeT 3a cobomn 6OJ'IbI.IJyIO CIMOXHOCTb U
MEHbLUYI 3alUMLLIEHHOCTb.

D,aneKo HE BCE NMpPon3BOOUTESIN BbIMYCKakOT obHoBMEHNS, 3aKpbliBawLne KputTnyeckme
yA3BUMOCTU ONA CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Anda 6e3onacHoCTM MOBubHOro TenegoHa:

Huuero He siBnsieTca no-HacTosiwemy 6ecnnatHbiM. Byab ocTopoxeH, Beab korga Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHble
ycnyru;

Adyman, npexage 4em otnpasutb SMS, oTO nnu Bugeo. Tbl TOYHO 3HaELb, FAe OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBMATL OnepaLMoHHY0 CUCTEMY TBOErO CMapTAOHa;
Ncnonb3yi aHTUBUPYCHbIE NporpaMMbl Anst MOGUNbHbIX TeNedOoHOB;

He 3arpy>|<a|?1 npunoXxeHnd ot Hen3BeCTHOIro MCTOYHUKA, Beb OHN MOTYT COAEPXKaTb
BpeaoHOCHOEe nporpaMmmHoe obecneyeHue;

[Mocne TOro Kak Tbl BbIAELWb C canTa, rae BBOAWUI NNYHYIO MHpOopMauuio, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuoanyeckn NpoBepsiv, Kakme nraTHble YCnyrn akTMBMPOBaHbl HA TBOEM HOMEPE;

[aBan ceon Homep MOBUNBHOro TenedoHa TONbKO NIASAM, KOTOPbIX Thl 3HaeLlb 1 KOMY
aoBepsieLlb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrda Tl UM He nonb3yelbed. He 3abbiBan nHorga
npoBepsTb 3TO.

Online urpbl

CoBpeMeHHbIE OHMAaMH-UrPbl - 3TO KPACOYHbIE, 3aXBaTbIBAKOLLME pa3BIeYeHMs,
006beaNHALWNE COTHU ThICAY YENOBEK MO BCeEMY MUpY. VIrpokn nccnegyoT AaHHbIA UM
Mup, oOLLaTCA ApYr C OPYroM, BbIMOMHSAIT 3a4aHuUs, CpaXkatoTcs C MOHCTpPaMu 1
nony4aroT onbIT. 3a y40BONBbCTBME OHU NNATAT: MOKYyNaKT ANCK, ONSavynBatoT
aboHeMEeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTu cpeacTBa nayT Ha nogaepkaHue v passuTUE Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCS CUCTEMbI aBTOPU3aLMK, BbIMYCKAOTCS HOBbIE NaTym
(umdbpoBbIe 3annaTku A4ns NporpaMMm), 3akpbiBatTCs YsI3BMMOCTI CEPBEPOB.

B nogo6HbIX nrpax cToMT onacaTbCsi HE CTONbKO CBOMX COMEPHMKOB, CKOSbKO KpaXku
TBOEro Napornsi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aummn 60NbLLUNHCTBA Urp.

OcHOBHble coBeTbl N0 6€30NacHOCTM TBOErO UIPOBOMO akkayHTa:

1. Ecnun gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuaTHOCTU, 3abnokmupyn
ero B CN1cke UrpoKos;



2. I'Io>|<anyl7|c;| aadMMUHUCTPaTopaM Urpbl Ha rnjioxoe roeegeHmne 3Toro Nrpoka,
XKeJaTeribHO NpUuIioXKNTb Kakne-To AoKa3aTelibCTBa B BUAE CKPUHOB,

3. He ykasbiBan nu4Hyto nHopmaumio B npodanne urpbl;
4. YBaxan Opyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeoduumansHble NaTtyn n Moapl;

6. Nicnonb3yn CnoxHble 1 pasHble Naponu;

7. }J,ax(e BO BpeEMA UTPbl HE CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOWM
KOMMbKOTEP MOTYT 3apa3nTb.

OUWINHT UnNn Kpaa JINYHbIX OaHHbIX

O6BbIYHOM KpaXken geHer 1 JOKYMEHTOB CEerofHs y>Ke HMKOro He YAMBULLb, HO C
pa3BUTUEM UHTEPHET-TEXHOMNOMIN 3MI0YMbILLIIEHHUKM NEPEMECTUIIUCE B UHTEPHET, U
NPOAOKaKT 3aHMMaTbeA "nNbumbiM" genom.

Tak nosiBunacb HoBas yrposa: UHTepPHEeT-MOLLIEHHUYECTBa NN OULLNHT, rMaBHas Lenb
KOTOPOro COCTOMUT B NOSTy4eHUN KOHpuaeHUmManbHbIX JaHHbIX MoNb3oBaTeneu -
norvHoB 1 naponen. Ha aHrnuickom asbike phishing yMtaetcs kak domwnHr (ot fishing -
pblbHas noeng, password - naporsb).

OcHoBHble coBeTbl No bopbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOSA aHkeTa bbina
B3flOMaHa, To HeobxoaMmo 3abroKMpoBaTh €€ U COO0LWMTL aAMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKopee;

2. Ncnonb3yn 6e3onacHble BeG-calThbl, B TOM YMCE, MIHTEPHET-MarasmHoB U
NMOWUCKOBbIX CUCTEM,;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomaroT, TO
3I0YMBbILLMIEHHMKN NOfyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOdUIIIO B CETU, a HE KO
BCEM;

4. Ecnu 1eb5 B3nomanu, To HeobxoaMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsiX, 0 TOM, YTO TebS B3noManu 1, BO3MOXHO, OT
TBOEro MMeHu 6yaeT paccbinaTbCs cnam M CCbifikM Ha OULLNHIOBbIE CalThI;

5. YcraHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan chansibl n gpyrne BAOXEHUS B MMCbMaXx, AaXe eCliv OHWU MPpULLINn oT
TBOMX Opy3en. Jlyylie yTouHM y HUX, OTApaBnanu nu oHn tebe atu cdannebl.

Lndposas penyTtauma

LincbpoBas penyTtauus - 370 HeraTMBHasa Unn NO3MTMBHaA MHOpPMaLms B ceTu o Tebe.
KomnpomeTupytowas nHgpopmauus, pasMmeLleHHas B UHTEPHETE, MOXET Cepbe3HbIM
06pa3omM OTpasnTbCA Ha TBOEN pearnbHOM Xn3Hu. "Lindposas penytauymsa” - aTo TBOM
UMUOX, KOTOPbIN hopmmnpyeTcs 13 nHpopmauumn o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, Y4ebbl, TBOE DMHAHCOBOE MOJIOXXEHNE, OCODEHHOCTU
XapakTtepa 1 pacckasbl 0 6nm13KMxX - BCe 3TO HakannMBaeTCH B CETU.



MHorne nogpoCTKMN NErKOMbICIIEHHO OTHOCATCS K My6nunkaumm nmyHom nHpopmaumm B
NHTepHeTe, He NOHNUMas BO3MOXHbIX NOCNeacTBUA. Tbl faxe He CMOXeLLb AoraaaTbCs
0 ToM, YTO choTorpacus, pasmeLleHHasn 5 net Ha3ag, cTana NPUYMHON OTkasa NPUHATL
Tebs Ha paboTy.

KoMmeHTapuun, pasmeLleHme TBomx poTorpadoum u apyrme oencTBmus MoryT He
NCYEe3HYTb Aaxke Nnocre Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb, KTO COXpaHun aTy
MHdOpMauuio, nornana siv oHa B NOMCKOBbIE CUCTEMbI M COXpaHUIIach N oHa, a
rnaBHoOE: YTO NogymMatoT 0 Tebe okpyxatoLme noaun, KoTopble HauayT U YyBUOAT 3TO.
Hantn nHgopmaymnio MHOro fieT CycTs CMOXeT Nobon - Kak 13 Jobpbix NobyxaeHuH,
TaK U C HAMepPEHNEM MPUYMHUTL Bpes. OTO MOXeT ObITb KTO YroaHO.

OCHOBHble COBETbI MO 3aLLMTe LMdPOBON penyTaumm:

1. Mogyman, npexae 4em 4YTo-To NybrmnkoBaTth U nepegasath y cebs B 6nore unm B
coLuanbHON CeTu;

2. B HacTpovikax npouns yCTaHOBM OrpaHUYeHunst Ha NPOCMOTP TBOEro npodunsa n ero
CcoLepXXMMOoro, caenav ero Tonbko "ansa apysen';

3. He pa3mewyan 1 He ykasbiBa MHpopMaLmio, KoTopas MOXET KOro-rmbo ockopbnstb
nnn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIE LLKOMNBbHUKM - aKTUBHbIE NOMb30BaTENN LMEPOBOro NPOCTPaHCTBA.
OpHako faneko He BCce 3HalT, YTO NOfb30BaHNE MHOMMMU BO3MOXHOCTSIMU LMPOBOTro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt COOCTBEHHOCTb.

TepMuH "MHTennekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHNSAM
4YefloBEeYeCKOro yma, HaumHasi C HoBbIX M300peTEHNN N 3HAKOB, 0603HaYaKLLMX
CcOBCTBEHHOCTb Ha NPOAYKTbI U YCAyr, U 3akaH4YMBasa KHUramm, potorpadomsimu,
KMHOOUITbMaMKU U My3blKalibHbIMW MPON3BEAEHUAMM.

ABTOpPCKME npaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt0 COBCTBEHHOCTb Ha NPoM3BeaeHUs
HayKu, nuTepaTypbl U UCKyCcCTBA. ABTOPCKME NpaBa BbICTYNalT B KaYeCTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYL aBTopa He ByaeT HanpacHbIM, JacT emy
crpaBefnvBble BO3MOXHOCTU 3apaboTaTth Ha pe3ynbTaTtax CBOero Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHue. HUKTo 6e3 paspelleHns aBTopa He MOXeT BOCMPOU3BOaUTb
ero npounsBefeHne, pacnpoCcTpaHaTb, Ny6rIMYHO AEMOHCTpMpOBaTh, NpoaaBaThb,
UMNOPTUPOBATL, NyCKaTb B NpokaT, Ny6NnMYHO UCMNOMHSATbL, NOKa3blBaTb/UCMONMHATL B
adompe unm pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMMHOro o6ecnevyeHmst MOXeT NPMBECTU K MHOTMM
puckam: OT NOTepU AaHHbIX K TBOUM akkayHTam A0 6r1I0KMPOBKM TBOErO YCTPONCTBA, rae
yCTaHOBNEHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbeHble 1 6ecnnaTtHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETHU.

O noprane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYMK B CETU. 3A4ECH Tbl MOXELLb Y3HATb O

6e30nacHOCTM B CETM NOHATHBIM U AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUN
KpUTMYECKON cuTyaumnm obpaTtntbCs 3a COBETOM. A Takke NPUHATb ydacTue B

KOHKypcax 1 ctaTb caMbIiM UM POBLIM rpaXKgaHnHoM!



